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Abstract   
The demand for technology use among students had become inseparable, thus required them 
to know the importance of digital citizenship. This paper presents a new verified measuring 
digital citizenship model of knowledge literacy among undergraduates’ students at Universiti 
Pendidikan Sultan Idris, Perak, Malaysia. This article reports the finding of digital citizenship 
knowledge sub-variables of rights and responsibilities, the technology used, and ethics. The 
measuring model of Confirmatory Factor Analysis results is (CMIN= 727.099, DF= 149, 
CMIN/DF= 4.880, p=.000, CFI=.940, GFI=.927, TLI= .931, RMSEA= .062) had achieved the 
convergent validity. The findings of the study are relevant for evaluating undergraduates' 
digital citizenship literacy knowledge in Malaysia. It has previously been observed that studies 
related to digital citizenships has been done in a multidimensional nature of the topic such as 
digital and media literacy, civic engagement online, rights and responsibility when online and 
online identity and security. This study aimed of looking at digital citizenship within digital 
citizenship knowledge in the scope of rights and responsibilities, technology use, and ethics. 
Keywords: Digital Citizenship, Knowledge, Rights and Responsibilities, Technology, Ethics 
 
Introduction 
The rapid growth of digital technologies positively affects information distribution and 
accessibility. Technology users, particularly young people, cannot avoid technology abuse. 
Young people are prone to abuse, discrimination, cybersecurity, and identity theft (VanFossen 
& Berson, 2008). It applies to automated social networking platforms that contain too much 
content and make it difficult to manage (Richards, 2010). Therefore, this situation exposes 
teenagers to feelings and physiological risks (Oxley, 2011) (Abdulrahman, 2015). As 
knowledge gives the true meaning of trust (Darwin, 2003), knowledge bases start with 
information acquired from individual readings, interactions, and observations. Knowledge is 
the ability to learn, maintain, and use a wide range of knowledge, including understanding, 
abilities, wisdom, and experience (Ibrahim, 1995). Thus, knowledge mastery includes two 
fundamental concepts, namely the understanding of an entity that is viewed as a whole, 
affecting thinking capacity. 
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Knowledge building is an essential construct because knowledge is based on how the 
natural system works and interacts with them. Active digital citizenship fosters students to 
practice ethical behavior (Tan, 2011) through an integrated curriculum in nine areas: access, 
trade, communication, literacy, ethics, law, rights and responsibilities, health and well-being, 
safety (Ribble & Bailey, 2007). Countries like New Zealand and Australia seek to encourage 
and emphasize the value of digital citizenship's rights and responsibilities. They are 
attempting to make it part of government policies (Manzuoli, Sánchez, & Bedoya, 2019). This 
situation indirectly demonstrates the need to reinforce digital citizenship knowledge as 
universal human rights (Simsek & Simsek, 2013; Gorman, 2015; Sullivan, 2016). Experts 
supported this initiative in this field, such as Area & Ribeiro (2012), who clarified that new 
literacy is an individual right and a necessary condition for social and democratic growth in a 
21st-century society. 

 
This study aims to develop an instrument to measure students' digital citizenship level 

in terms of knowledge, especially digital users' rights and responsibilities. This study's findings 
will also provide an overview of the knowledge constructs of digital citizenship in Malaysia. 
Next, instruments that are appropriate to the characteristics in Malaysia can be constructed. 
Being a good digital citizen is a must for every digital user, regardless of gender, age, race, and 
more. Therefore, this study's importance is vital in building a digital citizenship knowledge 
construct for higher education students. The implementation of this study will provide an 
overview of the need to be a good digital citizen to create awareness of cyberspace issues. 
Next, this study's benefits will evoke a sense of responsibility to appreciate life as an excellent 
digital user in society and then apply it in daily life. 
 
Digital Citizenship 
Digital citizenship is defined as a set of appropriate rules and an attitude of accountability 
using technological tools correctly. Digital citizenship is also defined as a quality required by 
citizens to use digital tools and behave well in various digital environments (Searson, Hancock, 
Soheil, & Shepherd, 2015). Digital citizenship forms a concept related to digital users' things 
so that technology is used adequately and competently. Another meaning for digital 
citizenship is managing and monitoring behavior in using technology by taking into account 
ethical values, norms, culture, and security (Aslamiah, 2015). Digital citizenship is how digital 
citizens know the best way to use technology (Ohler, 2011). Aslamiah (2015) identifies digital 
citizenship as a type of regulation or legislation that encompasses responsible conduct in the 
appropriate use of technological advances. Digital citizenship involves the idea of what users 
need to learn about using technology ethically and adequately by rights and obligations 
(Aslamiah, 2015). The concept of digital citizenship is the ability to control and track actions 
using digital technologies, with a particular focus on factors such as safety standards, ethics, 
norms, and culture. 
 

Isman and Gungoren (2014); Ribble & Bailey (2007) have defined digital citizens as 
individuals who use technology effectively and competently. Digital citizens refer to 
individuals who use information technology to communicate with society, politics, and even 
the government. Mossberger, Tolbert & McNeal (2011) define a digital citizen as someone 
who uses the internet regularly and effectively. Internet use was used not only for technical 
needs but also for educational and growth purposes (Biladeau, 2009; Shal, El Kibbi, Ghamrawi, 
& Ghamrawi, 2018). Studies by Bouhnik and Deshen, 2013 show that the internet has affected 
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students as a whole and made them more "digital people" where they have continuous and 
efficient internet access (Mossberger, Tolbert, & McNeal, 2011). Nevertheless, technology 
consumers who are confident using these software devices are unaware of the difficulty and 
dangers of using those (James et al., 2010). The definition of "Digital Natives" identifies 
individuals who have adjusted to the opportunity to use digital technologies in human life and 
through intellectual processes (Bittman, Rutherford, Brown, & Unsworth, 2011). Most 
researchers see that technology plays a significant role for students in this modern era and 
finds them representing digital natives, as they spend more time in digital relationships than 
in family or school environments (Ghamrawi, 2018). Studies have shown that internet usage 
affected adolescents' psychological, emotional, and physical growth as they tend to be under 
control (Orth & Chen, 2013). It is indicated that international promotion of digital citizenship 
promotes empathy, thus reinforcing prevailing norms of digital behavior (Gazi, 2016). 
Nevertheless, this technology does not promote people's direct involvement in which citizens 
will make decisions, and it includes all segments of the population (Alcaide – Muñoz, 
Rodríguez – Bolívar, Cobo, & Herrera – Viedma, 2017; Sampedro, Sánchez, & Poletti, 2013) 

 
Students who comply with digital technology laws are liable for their online behavior. 

They need to know what is right and wrong, and even what is right and wrong is involved in 
online activities (Curran, 2012; Oxley, 2011). Digital users should also be aware of the legal 
consequences of infringing the relevant rules and regulations. Individuals with knowledge of 
technology's ethical values will shape a positive and responsible digital culture. Ethics can 
explain by demonstrating that people online are technologically digital citizens capable of 
exhibiting acceptable ethics. They stick to the virtual world's customary laws, norms, and 
standards, where most of them are unwritten. (Hollandsworth, Dowdy, & Donovan, 2011). 

 
Component of Digital Citizens Knowledge 
Knowledge is essential to be studied in order to shape attitudes and behaviors. Education also 
plays a vital part in developing active teaching and learning processes. Educators with a strong 
knowledge base and capability in implementing quality teaching and learning processes will 
develop excellent students in understanding the information given (Afinde, 2016). According 
to Richmond & Morgan (1977), knowledge is an occurrence that has already developed or is 
subject to conditions. Knowledge of concepts refers to comprehension as well as ideas 
relevant to authoritative written assistance. The experience of digital people in this study 
includes perceptions of students of digital rights and responsibilities, the use of new 
technologies, and student behavior. 
 

In this digital age, the internet's availability has become a powerful medium because 
individuals tended to voice their views publicly. Consequently, the internet has become a 
much more reasonable way of delivering information to the public without boundaries. In 
Malaysia, governments are making every solution to engage with the adverse effects of the 
internet. People born with the advent of digital technology were exposed to becoming 
responsible, obedient, and successful digital citizens. It is essential to be a well-educated and 
active citizen, but it is complicated by misinformation on internet platforms. Realizing the 
focus of attention when vast knowledge is available is necessary for educated people (Krutka 
& Carpenter, 2017; Rheingold, 2012). People on the internet need to assess online tools' 
reliability and legitimacy because of electronic media shortcomings. However, Stanford 
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studies found that youngsters frequently rely on unyielding websites from large web search 
engines and deceptive websites (Krutka & Carpenter, 2017; Wineburg & McGrew, 2016). 

 
Countries like New Zealand and Australia seek to foster the importance of digital 

citizenship rights and obligations and attempt to make it part of government policy (Manzuoli 
et al., 2019). It shows that awareness of digital citizenship as a fundamental human right is 
critical to strengthening (Sullivan, 2016; Simsek & Simsek, 2013; Gorman, 2015). This initiative 
is backed by experts such as Area & Ribeiro (2012). They demonstrate that modern literacy is 
an individual right and a necessary condition for social and democratic growth in 21st-century 
society. 

 
Responsible digital people should differentiate between credible sources, ensure the 

reliability of information through websites and digital accounts, contextualize storytelling, 
and understand perspective. Digital citizens have a particular obligation to society, mainly 
when producing or publishing works such as writing; students should be permitted (or not) to 
protect their jobs. Rights and obligations are often challenging to assess. By adhering to the 
concept of digital citizenship, most consumers will reap the advantages of digital technologies 
because they will recognize that there is a right in society only when there is a duty. 

 
Computer skills are running computers and other technology for improving learning, 

efficiency, and success. These include accountability for the use of technology, ways of 
accessing the internet, social media network infrastructure, hardware and software 
equipment, and the use of technology as a communication device. Understanding how 
computers and software systems are designed for practical purposes (Martin & Grudziecki, 
2006). 

 
Digital ethics is regarded as a norm or protocol for the use of technology. Digital 

people are using technology in a contextually relevant manner. Digital people do need to be 
mindful of the explicit and tacit laws for the use of technology. Ethical information is about 
identifying and evaluating sources, analyzing and synthesizing content, assessing the cause's 
credibility, ethically referencing, concentrating, and formulating research questions correctly 
and efficiently (Meyers, Gamst, & Guarino, 2006). 

 
People with strong digital ethics will shape an ethical and responsible digital society 

(Ribble, 2015). Individuals behaving as digital people demonstrate strong ethics and culture 
without affecting the well-being of the digital community. They comply with the virtual 
world's rules, norms, and values, which have been considered unspeakable (Hollandsworth, 
Dowdy, & Donovan, 2011). Despite having different opinions from other digital users, they 
should connect and interact respectfully. 
 
Youth and Technology 
Youth and technology represent two traits that are generally associated with social media 
problems, both equally relevant categories. Given all the benefits, there are still some 
common effects for the modern era of technology. Anything can be readily accessed through 
the internet without borders (Tengku Mariam et al,2019). While it is clear that the online 
world plays a crucial role in day-to-day operations, the internet's influence might also lead to 
disruption and perhaps a benefit. Over the last few decades, young people have been the 



INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN PROGRESSIVE EDUCATION AND DEVELOPMENT  
Vol. 1 0 , No. 2, 2021, E-ISSN: 2226-6348 © 2021 

363 
 

target most easily adjusted to the effects of technology enhancement and the improvements 
in that (Camacho, Minelli & Grosseck, 2012). 
 

Additionally, like Hargrove et al (2014) said, youngsters, reflect more on the social era 
than on the developmental level, which is the adjustment time between youth vulnerability 
and adult responsibility. Youth is seen as a fragile generation as well. This condition will impact 
their growth and the environment in which technology is evolving from the point of view of 
social media. In other words, young adults will be vulnerable to unhealthful Internet and 
social media activities that could lead to emotional distress. Richards, Caldwell & Go (2015) 
stated that the psychological impact of cyberbullying and 'Facebook depression' on young 
people's media platforms are one of the main emotional and psychological concerns. 

 
 Erikson (1968) reported that the creation of socially identifiable personalities is an 

important part of the complexities of developmental psychology. He assumes that if 
teenagers able to recognize their multiple roles in the social context and relationships through 
"self-similarity and inner continuity," they can effectively develop their identities. When 
teenagers broaden the borders of healthy relationships and communities, they learn their 
rights and duties. Interpersonal interactions and social contexts play a vital role in establishing 
and preserving this identity (Adams & Marshall, 1996; Erikson, 1968). However, the social 
experience of teenagers today is very different from that of previous generations. In specific, 
through smartphones, social networking platforms, short messaging networks, blogs, 
augmented reality, and websites, emerging media technologies create a new forum for teens 
to communicate and explore their identities.  

 
With the presence and accessibility of numerous emerging technologies, it is 

important to figure out how students communicate in the modern world. Younger 
generations were born in the modern era to understand the scarcity of knowledge learning 
devices. They both grew up in the urban world and lived their lives as users of technology. It 
is also vital to discuss the effects of the modern age on the creation of teenage self-identity. 
 
Methodology 
Data collection 
A questionnaire used as the instrument for this study to measure undergraduates' knowledge 
about digital citizenship: the questionnaire contained 40 items on knowledge of digital 
citizenship. Items in the questionnaire were constructed based on the reading of previous 
literature reviews. The items measured on a five-point Likert scale such as (1: strongly 
disagree; 2: disagree; 3: neither agree nor disagree; 4: agree; 5: strongly agree). The number 
of items and the questions is summarised in Table 1. 
Data analysis 
The data used in this study were analyzed using Statistical software. Data analysis involved 
three stages. The first stage was reliability analysis, which was performed for each variable to 
ensure the obtained data's reliability. Respondents ' demographic information for this 
research study has been descriptively analyzed as it is important to evaluate the frequency 
and percentage of respondents' demographic factors. The additional analysis involved 
exploratory factor analysis of the items to see how the items were used and classified 
according to the structure of certain factors (Hair, Anderson, Tatham, & Black, 2010). 
Analysis of reliability 
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Generally, it is essential to measure the reliability of a test and the ability of items in the 
instrument. Reliability is the accuracy and stability of the currency or marks of the 
measurement scale (Hair et al., 2010). According to Sekaran and Bougie (2009), the higher 
the value, the higher the alpha internal reliability. This study set the value of Cronbach's alpha 
coefficient at .70, as suggested by Babbie (2007), Hair et al. (2010), and Pallant (2010). The 
reliability of all items in this instrument was more than .70 (Table 2), indicating that the 
reliability of items built into the questionnaire was acceptable. 
Factor analysis 
Factor analysis is a statistical method used to analyze several variables' relationships and 
explain variables in certain latent factors (Chua, 2009; Hair et al., 2010). It is a statistical 
approach used to summarise the information found in the original number of variables to 
smaller dimensions or general nature. Factor analysis can group into two different 
approaches: exploratory factor analysis (EFA) and confirmatory factor analysis (CFA). 
Exploratory factor analysis 
EFA is described as summarising the interrelated variables. It is a procedure of reducing the 
number of variables that signify latent constructions and structural factors that underlie a set 
of variables  (Chua, 2009; Hair et al.,2010). According to Child (1990), EFA is used to explore 
the structure of factors that may underline a set of variables studied without imposing any 
structure formed before conducting any further analysis. Through EFA, the number of 
constructs and structural factors underlying the variables studied can be identified. Structural 
factors can give rise to findings based on responses taken from a sample survey. This study 
assigned three constructs based on a question that had been built by the researcher. 
 
Confirmatory factor analysis 
CFA is a statistical technique used to verify the factor structure of the set of variables studied 
(Byrne, 2010; Hair et al., 2010). Analysis factor authentication helps the researcher check the 
assumptions (hypothesis) found in the relationships among the variables tested with loading 
factors that may or may not exist. (Byrne, 2010; Hair et al., 2010). The researchers used 
theoretical knowledge, empirical research, or both to arrive at the relationship between the 
priorities and then tested the hypothesis using statistical methods (Byrne, 2010; Hair et al., 
2010). In order to build latent variables and observed variables, a measurement model was 
used. The measurement model is a model that defines the relationship between the observed 
variables with the latent variables. The latent variables are also known as factors or 
constructs, and the variables are known as indicators. Indicators were items (questions) used 
in the questionnaire to observe latent variables or constructs (Byrne, 2010; Hair et al., 2010). 
The resulting after-weighting measurement or analysis is called a loading factor.  
 
Instrument 
This study used a questionnaire as a research instrument, consisting of two parts, namely part 
A and part B (Table 1). Part A contains the respondents' demographic information, while 
Section B covers information on the study variable, which is digital citizenship knowledge. 
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Table 1.  
Respondent Questionnaire Information 

Part  Details Construct Number of Items 

A 
 

Background of Respondent Gender 2 
Races 6 
Types of digital use 4 
Purpose of using digital tools 6 
Hours of Digital Device Usage 6 

B Digital  Citizenship Literacy 
Knowledge 

Rights and Responsibilities 15 

Knowledge Of Technology Usage 15 

Ethics 10 

 
Instrument Reliability 
Table 2 shows the literacy knowledge element's reliability with Cronbach's Alpha value, which 
measures the variables' internal consistency. According to Babbie (2007), Cronbach's Alpha 
value is classified based on a reliability index classification where the 0.90-1.00 value is very 
high, 0.70-0.89 is high, 0.30-0.69 is moderate, and 0.00-0.30 is low. The analysis results 
showed that Cronbach's Alpha value was at a high and very high classification, which 
exceeded 0.80. This study instrument has high reliability, according to Babbie's classification 
(2007).   
 
Table 2.  
Reliability of Digital Citizenship Knowledge Literacy 

Variables Sub Variables Number of Items Alpha Cronbach 
Values 

Digital 
Citizenship 
Literacy 
Knowledge 

Rights and Responsibilities 15 .788 

Knowledge Of Technology 
Usage 

15 .905 

Ethics 10 .893 

 
Results and Discussion 
Demography Respondent 
Table 3 shows the respondent's distribution of backgrounds from undergraduates' students 
from Sultan Idris Education University, Tanjong Malim, Perak, Malaysia. In a total of 1000 
students who participated, the number of females was 684 (68.4%), while the rest were male. 
The majority of the respondents' races were Malay 62.6 (62.6%) followed by Bumiputera 
Sabah 149 (14.9%), Bumiputera Sarawak 98 (9.8%), Indian 60 (6.0%), Chinese 57 (5.7%) and 
other races 10(1.0%). Each respondent was selected from nine different faculties within the 
university.  Most of the respondents used a smartphone to access the internet (n=988, 
98.8%), besides the majority of 886 (88.6%) respondents using digital devices for education.  
The highest respondents' daily internet use was around 8 to 10 hours (n=253, 25.3%). 
 
Table 3.  
Respondent’s Background 

  N % 

Gender 
 

Male 316 31.6 

Female 684 68.4 
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Race 
 

Malay 626 62.6 
Indian 60 6.0 
Chinese 57 5.7 
Bumiputera Sabah 149 14.9 
Bumiputera Sarawak 98 9.8 
Others 
 

10 1.0 

Faculty 
 

Faculty of Language and Communication 154 15.4 
Faculty of Human Development 116 11.6 
Faculty of Human Sciences 151 15.1 
Faculty of art, creative computing industry 153 15.3 
Faculty of Science & Mathematics 136 13.6 
Faculty of Sport Science  84 8.5 
Faculty of Technical and Vocational 58 5.8 
Faculty of Music & Performance Arts 40 4.0 

Faculty of Economy 
108 

10.8 

Types of 
devices 
used 
 

Smartphone 988 98.7 
Tablet 91 9.1 
Laptop  873 87.3 
Desktop 149 14.9 
Others 92 9.2 

Purpose 
of using a 
digital 
device 
 

Education 886 88.6 
Politics 207 20.7 
Entertainment 827 82.7 
Expertise 363 36.3 
Communication 797 79.7 
Others 56 5.6 

Hours of 
Digital 
Device 
Usage 
 

0<2 10 1.0 
2-4 61 6.1 
4-6 195 19.5 
6-8 247 24.7 
8-10 253 25.3 
>10 234 23.4 

  N=1000 sample 
 
Exploratory Factor Analysis (EFA) for Digital Citizenship Knowledge Constructs 
The result of Exploratory Factor Analysis (EFA) on the measuring instrument of digital 
citizenship knowledge explained that the anti-image correlation analysis procedures showed 
that the correlation value of the correlation was more significant than 0.5, which indicated 
that the factor analysis could continue. Measurement adequacy of Kaiser-Meyer-Olkin 
sampling (KMO) and Bartlett's Test of Sphericity showed that the KMO value was 0.940, while 
Bartlett's Test Sphericity was significant with its Chi-square value of 12842.792 at 780 degrees 
of freedom (Table 4).  
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Table 4.  
Suitability Test on the Use of Factor Analysis and Uniformity of KMO and Bartlett's Test Items 
towards Digital Citizenship Knowledge Variable 

Kaiser-Meyer-Olkin  The measure of Sampling 
Adequacy 

0.949 

Bartlett’s Test of 
Sphericity  

Approx. Chi-Square 24037.474 

 df 780 
 Sig. 0.000 

 
Factor analysis is run by determining the number of factors extracted into three as 
categorized in the questionnaire. Table 5 shows the component matrix with varimax rotation. 
The varimax rotation method was performed to reduce the number of complex variables and 
increase the expected yield. The results found that the items P7, P11, and P17 had dropped 
for having an anti-image correlation matrix value of less than 0.5. While the values of P16, 
P18, P19, P20, P21, P22, P23, P24, P25, P26, P27, P28, P29, and P30 were in component 1, 
which was knowledge of technology digital used.  P1, P2, P3, P4, P5, P6, P8, P9, P10, P12. P13, 
P14, and P15 accumulated in component 2, which was knowledge of rights and 
responsibilities. P31, P32, P33, P34, P35, P36, P37, P38, P39, and P40 belonged to group 3, 
ethics knowledge. The values shown in Table 6 are the coefficient or the load factor for each 
item that tends to each accumulated factor. These values show the correlation factors. 
 
Table 5.  
The digital Citizenship Knowledge Literacy scale items and the respective factor loadings. 

Items F1 F2 F3 

Factor 1: Knowledge of Technology Used    
P16 I know how to use digital tools. 0.555   
P18 I know how to access the internet. 0.502   
P19 I know how to find information through the internet. 0.513   
P20 I have access to information on the internet. 0.701   
P21 I know using social media applications. 0.702   

P22 
I know digital literacy is a process of teaching and learning 
technology. 

0.717 
  

P23 I know there are various types of digital electronic tools. 0.643   
P24 I have knowledge of digital electronic hardware and software. 0.554   

P25 
I know digital communication (e.g., email, SMS, social media, etc.) 
is an electronic information exchange. 

0.638 
  

P26 
I know digital communication tools allow me to connect with 
other people around the world. 

0.687 
  

P27 I know digital trading is an e-commerce transaction. 0.611   

P28 
I know how to find information on goods before making an online 
purchase. 

0.583 
  

P29 I know that buying and selling online can save time. 0.699   
P30 I know how to use digital tools. 0.647   

Factor 2: Right and Responsibility    

P1 
I know being a good digital user is the responsibility of a digital 
citizen.  

 0.656 
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P2 
I know digital ethics encompasses digital rights and 
responsibilities. 

 0.552 
 

P3 
I know that everyone has the right to use digital technology in 
privacy. 

 0.673 
 

P4 
I know the rights and responsibilities of using digital technology 
are different. 

 0.501 
 

P5 I have the right to use digital communication tools.  0.612  
P6 I have the right to ensure others protect my personal identity.  0.507  

P8 
I am responsible for using the digital communication medium 
properly. 

 0.651 
 

P9 
I am responsible for not sharing secrets on digital media platforms 
because they are not safe. 

 0.66 
 

P10 
It is my responsibility to keep information secure from being 
hacked. 

 0.65 
 

P12 
I know the use of digital tools needs to be balanced in everyday 
life. 

 0.671 
 

P13 
I know the use of digital tools over time has led to gadget 
addictions.  

 0.627 
 

P14 I know good digital citizens obey the rules.  0.627  

P15 
I know being a good digital user is the responsibility of a digital 
citizen.  

 0.665 
 

Factor 3: Ethics    

P31 
I know that spreading false information to other digital users is 
misconduct. 

  0.745 

P32 
I know that threatening and embarrassing other digital users are 
an offense. 

  0.769 

P33 
I know that plagiarizing the work of other individuals on a digital 
site is misconduct. 

  0.767 

P34 I know cyberbullying is illegal.   0.778 

P35 
I know surfing a digital site that contains pornographic elements 
is misbehavior.  

  0.753 

P36 I know that downloading pirated computer software is illegal.   0.733 
P37 I know that hacking a system and network is illegal.   0.775 
P38 I know that stealing one's identity is illegal   0.746 
P39 I know that having a fake digital information account is illegal.   0.576 
P40 I know sexting and sharing illicit images is misbehavior.   0.658 

 
Confirmatory Factor Analysis (CFA) for Digital Citizenship Knowledge Constructs  
Exploratory Factor Analysis (EFA) had been carried out to accumulate items of the digital 
citizenship knowledge constructs. Confirmatory Factor Analysis (CFA) was conducted using 
AMOS 20 software to determine the first and second levels of the confirmatory factor analysis 
model of digital citizenship knowledge after the EFA process. Figure 1 shows the CFA model's 
first level for digital citizenship knowledge constructs that have not achieved good matching 
accuracy compared to the second CFA model after several items had been deleted in Figure 
2. 
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Table 6:  
The model fits of CFA model of the Digital Citizenship Constructs 

 X2 df GFI CFI TLI RMSEA 

First stage 4280.036 626 .787 .830 .819 .076 
Final model 727.099 149 .927 .940 .931 .062 

 
Figure 1. First Level Confirmatory Factor Analysis Model of Digital Citizenship Knowledge 
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Figure 2. Final Model Confirmatory Factor Analysis Model of Digital Citizenship Knowledge 

 
 
 
The model analyses in Figure 2 shows that the model formed has reached a good level of 
compatibility based on the determined indicators (CMIN= 727.099, DF= 149, CMIN/DF= 4.880, 
p=.000, CFI=.940, GFI=.927, TLI= .931, RMSEA= .062).  Therefore, the second stage items (P18, 
P22, P24, P26, P27, P28, P29, P1, P3, P8, P9, P10, P12, P15, P33, P35, P36, P37, and P38)) of 
confirmatory factor analysis model of digital citizenship knowledge can be used in measuring 
the level of digital citizenship as well as in constructing a structural equation model of digital 
citizenship literacy among undergraduates in Malaysia according to the conditions set forth 
by Hair (2006) and Fornell and Larcker (1981). 
 
Theoretical Implication 
The digital citizenship knowledge among higher institution students in Malaysia has important 
implications to educate students to become informed and active digital citizens, suggesting 
the technology used, rights and responsibilities and ethics as important elements.  The study 
revealed that while some elements of digital citizenship such as digital skills can be relatively 
easy to achieve, other than related to rights and responsibilities when use digital technology 
need to be achieved as well. The results also informed that certain elements of digital 
citizenship are very important to provide a curricular of digital citizenship in school.  Digital 
citizenship is not static, stable, and/or fixed but a dynamic, flexible, contextual and a multi-
layered concept that is interwoven with individuals' everyday online activities. Throughout 
western history, the development of the concept of citizenship has been constructed as an 
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individual relationship with the nation state. Lawson and Scott (as cited by (Rapoport, 2010) 
stated that obedience and loyalty to the state, common identity, equality and tolerance have 
been the overarching principles of citizenship. Nevertheless, modernization and globalization 
discourses have profoundly challenged the traditional idea of citizenship. Among the changes, 
there includes the impact of social movements that seek to achieve more inclusive citizenship 
with regards to gender, ethnic, and social class recognition. Subsequently, the globalization 
process has led to another perspective of seeing citizenship that is citizenship in a digital 
world. It widely-known that the internet promotes education beyond geographical and time 
boundaries (Harsasi, 2015; Kuntoro & Al-Hawamdeh, 2003). Rapidly changing of 
communities, knowledge, education, and advanced technologies make citizenship has no 
considered from the perspective of physical location, but extends as membership in online 
and global environments. Most people are becoming digital citizens, which relies on 
interacting digitally (Akcil, 2018). A digital citizen is a person who uses the internet regularly 
and effectively as well as knows and utilizes their rights and responsibilities virtually (Thomas, 
2018). Accordingly, growing technological determination give affects how future citizenship 
will be perceived and implemented. Regarding the challenge, technological developments 
may provide a means to exercise the use of citizens' rights and obligations (Simsek & Simsek, 
2013). Therefore, digital citizenship has emerged as an essential concept during the last few 
decades for building a framework of using technology effectively (Choi, 2015; Emejulu & 
McGregor, 2019; Ribble, 2015). Learning culture has moved forward from face-to-face to 
virtual learning. It requires proactive actions from educators to develop citizenship 
competencies that contain values, attitudes, knowledge, skills, and critical understanding 
(Kim & Choi, 2018). Choi’s view that digital citizenship is not only using technology wisely but 
also a concept of promoting democratic citizenship in the internet age. Digital citizenship and 
digital literacy cannot be separated. Both lead to new literacy in the form of Web 2.0, online 
participation, citizenship rights, technological capabilities, internet, social networks, values, 
norms, being informed, critical attitude, and digital divide. They are key issues in the 
interaction of new literacies and digital citizenship. The new literacy is a tendency that will 
lead to the development of digital citizenship to provide opportunities to actualize active and 
participatory citizenship. Understandings of digital citizenship literacy knowledge among 
higher education students has no doubt contribute to prepare a digital citizen as well 
promoting on how digital citizenship should be taught.  The presented findings of digital 
citizenship literacy knowledge in Malaysia is a start-up, and as such cannot be ideal; but it is 
believed has the potential to contribute theoretically in developing more advanced and 
higher quality understandings of digital citizenship. 
 
Conclusion  
The EFA and CFA results showed that convergent validity had been achieved in this study. The 
EFA results showed that three components of digital citizenship literacy knowledge were 
generated: the knowledge of rights and responsibilities, knowledge of digital technology 
usage, and knowledge of ethics. Besides, several items had been dropped out of 40 original 
items constructed by the researchers, 19 items accepted to get a pleasing matching index, 
and 21 more items dropped through this analysis. The corresponding values were following 
the determined conditions. Overall, the digital citizenship literacy knowledge model 
generated from this CFA process can be used to measure the level of digital citizenship 
knowledge of undergraduates' students. The development of digital citizenship literacy 
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knowledge instruments through the CFA process model among undergraduates allows other 
researchers to test this model for other respondent demography types. 
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